eMail Archiving for Compliance

The recent fallout caused by highly publicized corporate
investigations has caused a dramatic increase in
regulatory oversight, as well as subsequent lawsuits for
Wall Street and many publicly traded firms. Also,
investigations involving Enron, Tyco, WorldCom, Merrill
Lynch, Salomon Smith Barney to name just a few, have
done nothing to increase investor confidence.

Information discovered primarily in eMails has become
the “smoking gun” for regulators and litigators, leading to
significant fines, legal costs, lawsuits, criminal penalties
and even imprisonment. Penalties against one Wall
Street firm amounted to $325 million dollars. Not having
this information available has conversely proven to be an
inadequate defense, with the SEC fining five Wall Street
firms $1.65 million each for not being able to make
specific eMails available.

Today Wall Street firms are faced with a confusing
myriad of laws, rules, regulations and new legislation for
how they should manage eMail including SEC 17a-3 and
SEC 17a-4, NASD 3010 and 3110, NYSE 342 and 440,
Sarbanes-Oxley Act, Federal Rules of Civil Procedure
26 and 34, E-Sign Law, Investment Company and
Advisors Acts, U.S. Patriot Act, etc.

People have always been much less guarded in what
they say in an eMail communication versus a face-to-
face business meeting or on paper. Unfortunately,
corporate records are based on the content and
audience of the message not the media. This has
provided regulators and litigators with an easy target for
discovery, because eMail communication is a better
source of possible information and is much easier and
less costly to search. Furthermore, firms involved in a
suit are required by law (FRCP 26 through 34) to retrieve
and disclose information in all documents related to the
suit, including email, making it even easier for litigators.
Many firms have found the costs of retrieving email from
backup tapes extremely costly, but are required by law
to provide on demand.

The solution for Wall Street firms requires a
comprehensive eMail archiving solution meeting all

regulatory requirements in conjunction with equally
important policies, procedures, supervision and training.

The Solution

The SMARTI eMail Archiving solution, when
implemented in conjunction with the appropriate policies,
procedures, training and supervision, allows companies
to achieve compliance with regulatory and legislative
eMail archiving and review requirements. Specifically,
the system provides firms with the ability to capture,
filter, classify and archive all incoming, outgoing, and
intra-company eMail at inception, working on the
Microsoft Outlook, Lotus Notes and SMTP eMalil
platforms. Once in the archive, SMARTI provides
comprehensive capabilities to easily set retention rules
as well as search, retrieve, review and audit eMail and
attachments in the archive.

Optionally, FileMark provides the ability to manage all
forms of digitized corporate records including scanned
images, faxes, computer generated reports and
statements, electronic documents (i.e.Word, Excel, PDF,
etc.), instant messages, eMail, audio files (voiceMail,
etc.), video files, etc. using a single highly-scaleable
information repository. FileMark also provides simple to
use workflow, eMail and fax capabilities.

Key Benefits of SMARTI eMail Archiving

1. Address SEC, NASD and NYSE and other
regulatory laws, regulations and rules

2. Avoid fines, lawsuits, and possible criminal
penalties

3. Reduce the costs of legal discovery processes
(i.e. recovery from tape, etc.)

4. Help enforce corporate governance and other
internal policies

5. Manage knowledge assets

6. Offload historic eMail for better, more efficient,
message management

7. Disaster recovery, business continuity

8. Increased Productivity



Capture and Filter

Incoming, outgoing, and intra-company eMail, passing
through the company’s mail and SMTP servers, are
forwarded in real time to SMARTiI for archiving. Meta-
data from each eMail message is extracted (e.g. To,
From, Subject, Date, Attacment Type, File Size, etc.)
Retention, disposition, audit trails and security policies
can be pre-defined by compliance personnel.

The policy engine allow for the establishment of very
flexible policies including identifying:

Potential lexicon violations (i.e.
regulatory/legal), illegal acts

Anti-virus threats

Spam/media type

Message size limits exceeded

Curses, threats, offensive and discriminatory
language, etc.

Potential copyright infringement, industrial
espionage, and the dissemination of other
confidential information

Corporate governance violations (i.e.
Human Resources, Legal, Internal Audit,
Records Management, Compliance and
Information Technology, etc.)

Based on the results of the policy applied to the eMalil,
the eMail can be deleted, send to the recipient(s),
archived, quarantined and sent for review, flagged for
further review after being archived, as well as other
options.

Review and Document

An integral part of the NASD and NYSE rules require
appropriate and reasonable supervisory review of email
communications as well as having appropriate polices,
procedures and training.

As part of the supervisory review process, messages
must systematically sampled and reviewed after they are
delivered to the intended recipients and stored in the
archive. The message samples are reviewed by a
compliance supervisor for potential policy violations,
such as insider trading or conflict of interest. Reports of
the finding are generated and made available for
regulatory audits. SMARTI allows the reviewer to
document actions taken in the review process.

Archive

eMail messages, attachments and associated indexes
are sent to the SMARTI repository for long-term
retention and disposition according to SEC 17a-3 and
17a-4 rules. Definable record retention rules can be
configured based on the content and meta-data of the
eMail as well as SEC rules, internal policies, etc. The
retention rules will then govern how long eMail and
attachments are to be retained and if and when they are
to be eventually destroyed. Specific regulatory record
retention rules for a corporation are based on the record
classification and what regulatory oversight agency
oversees the corporation. Retention periods can be
changed as the need arises, such as a regulatory inquiry
and/or investigation or other legal proceeding as
prescribed under the Sarbanes-Oxley Act.

Discovery

Users from compliance, legal, human resources,
regulatory agencies, internal audit, records
management, and third parties with proper permissions
can easily search and retrieve information in the archive.
They can search on meta-data fields as well as text-
search capability on the content of the eMail and
attachments. End users can search only their own eMail
in the archive. Access to eMail will be based on security
privileges assigned to the user. A full audit log is
maintained each time a record is accessed.

eMail System

The eMail archive and compliance system is specifically
designed to reduce the load on corporate eMail servers
by archiving bulk mail to a scalable content repository,
filtering out junk mail and eliminating the need for space-
consuming copies of attachments for multiple recipients.
By reducing corporate eMail storage requirements,
administrators can not only remove those annoying
mailbox size and message-size constraints, but backup
and recovery processes become faster and more
efficient. eMail archiving allows users to be more
productive and frees systems administrators to focus on
more important things.
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